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Executive Summary
Selecting a wireless protocol is a fundamental
step in building a multi-service offering for a
home automation and/or security system, just
as it is any time a consumer or professional
installer is setting up such a system.

Typically, wireless protocol selection is seen
as a “one size must fit all” proposition, which
inevitably results in a network optimized
either for home automation or for home
security and safety.

There are many technology options –
from open wireless protocols designed for
broad use, to proprietary protocols that focus
on a narrower set of applications. Each wireless
protocol has its strengths and weaknesses for
different types of applications. In particular, the
requirements for home automation applications
are often quite different to those for home
security and safety.

But it doesn’t have to be that way. Instead
of either/or, it is possible to create a hybrid
network that provides an optimized answer
for both home automation and home security
and safety.
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This paper evaluates the strengths and
weaknesses of open vs. proprietary protocols
for home automation and home security
networks. It explains how open and proprietary
protocols can work alongside each other, in a
controlled and integrated network that delivers
cost-effective and convenient home automation
as well as high-performing, reliable security
and safety, via a network gateway that supports
multiple protocols via a single interface.
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Introduction

Open Protocols

Selecting the most appropriate wireless
protocol is critical when building a home
automation or security offering and when
planning such a system. However, the
decision-making process is complicated by the
wide variety of currently available technologies
– each with its strengths and weaknesses – as
well as by the differing requirements for home
automation and security systems.

Most open wireless protocols were developed
by a consortium of companies or an industry
alliance in order to establish a standard for
systems and devices from multiple vendors.

Typically, wireless protocol selection has been
seen as an “either/or” proposition, since there
is currently no single protocol that adequately
meets all the requirements for both home
automation and security. Wireless protocols
based on open technologies are typically
considered more suitable for home automation,
an area where price is a key concern.
Proprietary wireless protocols are usually
thought to be a better choice for security
systems where key issues are reliability,
privacy, and vulnerability.
This either/or approach results in networks
being optimized either for home automation
or for home security and safety – but not for
both. Often, when a single protocol is selected
for both uses, an open technology is chosen
– a decision that is sometimes made at the
expense of the security system’s performance.
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Open protocols address applications that
typically require a relatively high bit rate and
less costly peripherals (and therefore can
tolerate lower performance). Included among
these protocols are BLE (Bluetooth Low
Energy/Smart Bluetooth), DECT/DECT ULE,
Thread, ZigBee, and ZWave.

Overview of Open Protocols:
BLE (Bluetooth Low Energy/Smart Bluetooth)
BLE is based on classic Bluetooth, a wireless
personal area network technology originally
created in the 1990s. It was designed to
reduce power consumption beyond classic
Bluetooth, with a similar communication range.
Low-energy applications include smart homes,
health, sport and fitness. Most mobile operating
systems available today support BLE. BLEbased offerings – which include light bulbs and
speaker docks – are occasionally used in home
automation, though the protocol is not suited
for security and safety applications due to its
limited range.
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DECT / DECT ULE |

ZWave |

DECT (Digital Enhanced Cordless
Telecommunications) is a widely used digital
wireless telephone technology developed
and managed by the DECT Forum. DECT
ULE (Ultra-Low Energy) is a new specification
designed to evolve DECT into a wireless
networking technology for home automation.
DECT ULE primarily targets lighting control,
HVAC, healthcare and energy monitoring
applications. It has a range of 50-300 m (164984 ft). To date, there are few DECT ULE
installations in the security space, and it is not
yet clear whether DECT ULE will be a serious

ZWave is a mesh networking technology for
home automation, allowing home devices to
communicate with each other. Minimizing power
consumption, it claims a range of ±100 m (330
ft), though reviewers put the range as low as 30
m (100 ft). Used in residential access control,
lighting, entertainment systems, HVAC, and
security, it is easily integrated into consumer
devices. Developed by Zen-Sys (acquired by
Sigma Designs), it is supported today by the
ZWave Alliance, a group of 250+ manufacturers
of ZWave-based wireless home control products.

contender for security and safety applications.

ZigBee |

Thread |

ZigBee is a set of mesh network communication
specifications for WLANs covering a large
area. Designed for low-power-consumption
applications – primarily wireless control and
monitoring – it has a typical transmission range
of ±50m (164 ft) and is mainly targeted to the
Internet of Things (IoT) and home automation.
ZigBee is scalable for up to thousands of
devices, enabling large installations and easy
expansion of existing systems.

Thread is a low-power mesh network protocol
targeted to home automation, enabling
smart household devices to communicate
on a network, with direct Internet and cloud
access. It uses standard technologies and
standard radios. Launched in mid-2014, it
was developed by the Thread Group, a group
founded by Google’s Nest Labs together with
Samsung, ARM Holdings, Freescale, Silicon
Labs, and others. Focused on the Internet
of Things (IoT), it connects a wide range of
products in the home. Using the crowded
2.4Ghz band which may cause interference,
the first devices will be released in late 2015,
with performance to be evaluated over time.

Developed by the ZigBee Alliance, a non-profit
organization with about 400 members, there
are currently two major ZigBee specifications
for home automation: ZigBee PRO, for deviceto-device communications, and ZigBee IP,
targeted to applications such as smart metering.
Many Telcos, particularly in the USA, have
adopted ZigBee as their main protocol for both
home automation and security. A wide range
of ZigBee-based devices for home automation
from many different vendors is available.
Additionally, there are some ZigBee devices
for security and safety, with Tyco the leading
vendor in this arena.
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Proprietary Protocols
Proprietary technologies are developed
and used for specific applications – usually
created by a single company rather than a
consortium or alliance – providing a high level
of performance across key parameters.
For this paper, we will focus on PowerG
Technology, comparing it with the above
open protocols in terms of advantages and
disadvantages for home automation vs. safety
and security applications.

Overview of PowerG:

PowerG Technology is a proprietary, tree
topology protocol developed by Visonic –
part of Tyco Security Products. It is optimized
specifically for the monitoring and control of
battery-operated devices for security and
safety applications for homes and businesses.
PowerG delivers battery life of up to 8 years,
compared with the 3-5 years offered by
open protocols. As the sole developer and
manufacturer of PowerG devices, Tyco offers
a native mobile app that provides real-time
visibility and control of the security system.
PowerG has numerous built-in technologies
and features designed to ensure reliable,
secure and efficient communication. These
include: frequency hopping, which enables
secure and reliable message transmission;
automated route recovery; and TDMA
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time synchronization for energy-efficient
communication with low latency – a must for
keypads, visual verification, sirens and panic
buttons. The use of TDMA communication
eliminates RF collisions. As a proprietary
technology, PowerG is less likely to be hacked
than open technologies, and is well-protected
against malicious and accidental interference.
Devices have extremely high ranges of up to
±2000 m (6565 ft) LOS.
PowerG Technology was introduced in 2011
and today is used in hundreds of thousands
of systems and millions of devices around the
world. PowerG is not used in home automation;
it is focused on security and safety – delivering
the high performance required for monitoring
and control.

Key Issues for Home
Automation Systems
Key considerations for home automation
systems are price, interoperability, and
scalability. In terms of these issues, the open
source technologies are the clear winner.
Unlike the open technologies, PowerG
is focused on safety and security, and is
specifically designed for maximum reliability.

Key Issues for Security
and Safety Systems
The below charts compare the open source
technologies with PowerG in terms of the three
key issues to be considered when ensuring
secure premises: reliability and performance;
privacy and vulnerability; and usability and
maintenance.
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Reliability and Performance

PowerG

ZigBee & Thread

Z-Wave

DECT ULE

Network
topology
(see diagrams
below)

Extended star/tree

Mesh

Mesh

RF bands *

433-434 MHz
868-869 MHz
912-918 MHz

2.4 GHz

868/908 MHz 1880-1900 MHz

Number of
channels *

4, 8 or 50

24

1

120

Network size

250

65,536

232 (max.)

~ 400

Encryption *

AES 128 and real-time key

AES 128

AES 128

AES 128

Frequency
hopping *

Yes

No

No

Yes

Security
regulations

Full support

Support

Support

Future support
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PowerG
Power
consumption **

Excellent
Typical battery life: 5-8 years on
most devices. This is due to the
two-way fully synchronized network,
optimized message transmission,
and real-time arm/disarm, which
optimizes device sleep time.

ZigBee & Thread, Z-Wave, DECT ULE
Fair-Good
Typical battery life: up to 5 years.
This is due to synchronization being
initiated by end devices only, which
requires more transmissions from the
devices.

e.g.
DECT ULE synchronous mode is achieved by each device waking up every
20 seconds and transmitting to the panel. On average it consumes 20 μA and
battery life is 4 years with 2xAA Alkaline batteries (up to 5200 mAh).
In comparison, PowerG consumes 7.5 μA and provides at least 5 years’
battery life with 1xCR123 (1450 mAh).
Reliability

Excellent
There are minimum message
collisions due to inherent time
synchronization. RF reception is
stable at all times in any location
and narrowband interferences are
overcome thanks to frequency
hopping.

Z-Wave, ZigBee – Fair
DECT ULE – Good
Because the network is not fully
synchronized, there are collisions and
retransmissions.
Zigbee and Z-Wave can be jammed
by narrowband interference due to
lack of frequency hopping.
DECT ULE has a dedicated band, but
can be subject to interference from
other DECT systems in the premises.

Network range
(Typical) **

Excellent
50-100 m indoor
750 m outdoor LOS urban area
2,000 m outdoor LOS non-urban
area (no interference)

Z-Wave, ZigBee – Fair
DECT ULE – Good
Z-wave, Zigbee: 10-30 m indoor
DECT ULE: 30-70 m indoor; 600 m
outdoor LOS urban area

Data rate

50 kbps
Although it supports 50 kbps,
PowerG is optimized for intrusion
applications. It supports
transmission of data, voice and
video files (video verification).

Z-Wave – Up to 40 kbps
ZigBee – 250 kbps
DECT ULE – 1152 kbps
DECT ULE supports high data
rates, which can be used for high
bandwidth applications.
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PowerG
Installerand userfriendliness **

ZigBee & Thread, Z-Wave, DECT ULE

Excellent
All devices are configured from
the panel; there is no need for
hardware switches or to re-open
device covers.

Fair
Since two-way synchronized
functionality is very limited, real-time
remote diagnostics and configuration
are limited.

Devices can be pre-enrolled to the
panel, at the factory, before arrival
onsite, saving installation time.
Link quality diagnostics are shown
on devices, so installers do not need
to be physically near the panel to
perform RF-link tests. This facilitates
detector placement optimization.

Network status is limited to
connected/not-connected level and
no other parameters such as RF
signal level are provided.

Real-time configuration, status
of all devices and the value of
all devices’ parameters can
be reviewed directly from the
monitoring station.

Since there is no linkage between the
panel and end device applications,
the end device configuration (LED
on/off, detection sensitivity, etc.) must
be set locally in the device using
jumpers or switches.

The panel uses RF diagnostics to
measure all wireless connections
and reports back to the dealer or
monitoring station: last 24 hours;
current/on-demand.
Walk test mode can be initiated
remotely and remote testing can be
performed with the assistance of a
non-technical person in the house.
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Mesh Topology

Privacy and Vulnerability
See * marked in the tables above.
Additional note: The privacy requirements
for an alarm system are far higher than for
home automation, due to the mission-critical
nature of security and safety. ZigBee, Thread,
Z-Wave and DECT ULE and PowerG are all
protected, due to their use of the proven AES128 advanced encryption algorithm. However,
because of their broad implementation, ZigBee
and Z-Wave are susceptible to hacking (and
indeed there are already many hacks available)
and interference. In contrast, PowerG is not
of special interest to hackers, and is well
protected from interference.

Tree Topology

Usability and Maintenance
See ** marked in the tables above.
Additional note: Usability and maintenance
affect both end-users and installers. For
end-users, the main issues are ease of DIY
installation, battery life, mobile control, and
price. For installers, ease of installation (range,
interoperability) ranks highest, with ease and
cost of maintenance (battery life, scalability),
running a close second. In addition, low-power,
low-latency downlink and time synchronization
also impact usability, allowing remote link
testing, remote device configuration, and
detector sensitivity testing.


Network coordinator
Router / repeater
End device
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Conclusion
Open wireless protocols such as ZigBee and
others mentioned in this paper excel in the
field of home automation, offering a lower
upfront cost for devices, extensive scalability
and interoperability, and suitability for DIY.
However, they offer only a partial and limited
answer for many home and business security
and safety applications. They are weaker on
battery life and there is only limited support of
full solution and advanced features and by a
single application. Since open technologies
have greater tolerance for latency and lower
requirements for privacy, they are less suited to
home security.
The current proprietary technologies such as
PowerG outperform the open technologies in
delivering the reliability, performance, privacy,
and capabilities required to support missioncritical security and safety for today’s homes
and businesses. They also score higher
on usability and maintenance, with a long
range that enables repeater-free installations
even in large projects. Extended battery life
minimizes maintenance costs and hassle for
both installers and end-users. However, they
are not specifically designed for use in home
automation networks.
Given the above, choosing a single protocol
for a smart home or business that requires both
automation and security raises the question:
is selecting either an open or a proprietary
protocol the only option?
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An Alternative to the “Either/Or”
Proposition: A Hybrid Network
Fortunately, there is another option. Instead
of either/or, it is possible to create a hybrid
network that provides an optimized answer for
both home automation and home security and
safety. An integrated platform that supports
multiple protocols via a network-specific
gateway allows open and proprietary protocols
to work alongside each other. In this way, the
network delivers agile, cost-effective, and
convenient home automation as well as a
professional grade, fully protected security
and safety system – all with a single point of
management and access.
Tyco offers a PowerG gateway that supports
ZigBee, ZWave, and WiFi networks. With this
integrated approach, home and business
owners can enjoy all the DIY, flexibility and
cost advantages of an open protocol for home
automation applications, while also benefitting
from the rigorous reliability, privacy, and
advanced capabilities of a dedicated protocol
for mission-critical security and safety. And, the
entire environment including both automation
and security systems can be controlled via a
comprehensive mobile app.
This hybrid option provides end-users and
installers with the best of all possible worlds —
enabling an Integrated Hybrid Platform optimized
for BOTH security and home automation.
For more information about creating a hybrid
network for integrated home automation and
security and safety, contact your local Tyco
Security Product Representative or visit us at
www.tycosecurityproducts.com
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About Tyco
Security Products

About Tyco’s Intrusion
Detection Solutions

Tyco Security Products and its leading brands
conducts business in over 176 countries
around the world, in multiple languages and
employs over 2,700 employees globally,
including research and development,
marketing, manufacturing, sales, service and
logistics teams in the Americas, Europe, the
Middle East, Africa, and Asia Pacific. Our
products, built by developers from all product
disciplines, consistently allow customers to see
more, do more, and save more across multiple
industries and segments including healthcare,
government, transportation, finance, retail,
commercial and residential. Worldwide,
Tyco Security Products helps protect 42%
of Fortune 500 companies, transportation
systems on five continents, 37% of the world’s
top 100 retailers, over two million commercial
enterprises, thousands of students in more than
900 educational facilities, and over five million
private residences.

Tyco is providing smarter ways to help protect
people, homes and business operations with
our world-class Intrusion Detection solutions.

Learn more about Tyco Security Products at
www.tycosecurityproducts.com

• The loss of lives, goods, equipment and
valuable information due to intrusion at work
seriously affects businesses and negatively
impacts employees. Taking a consultative
approach, Tyco delivers a full range of
integrated Intrusion Detection solutions that
are customized for each customer.
• At home, the safety of family members
is paramount but loss of property is also
financially and emotionally damaging. Tyco
customizes Intrusion Detection solutions for
every kind of household.
• From large industrial concerns such as oil
and gas or mining companies to private
individuals seeking to protect their homes
and families, Tyco designs, installs,
maintains and upgrades Intrusion Detection
solutions to fit the specific needs and
budgets of each of our customers.
• Tyco’s world-class Intrusion Detection
systems help protect our customers’
property, assets and people 24 hours a day.
Our solutions provide a crucial deterrent to
criminals along with a rapid response from
our Alarm Monitoring Centers.
We help protect what matters most by finding
smarter ways to save lives and improve
business operations with the latest Intrusion
Detection solutions.
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